Notice of Privacy Practices

NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.

COMMITMENT TO CONFIDENTIALITY

Eurofins-Transplant Genomics is required by the Health Insurance Portability and Accountability
Act of 1996 to maintain the privacy of your protected health information (PHI) and provide you
with notice of our legal duties and privacy practices. Your PHI includes any information that
identifies you and relates to your past, present or future health care or payment for your health
care. This notice describes how we may use or disclose your PHI to provide you with treatment,
obtain payment for our services, operate our laboratory, and perform other activities. It also
describes your privacy and access rights with respect to your PHI.

HOW EUROFINS-TRANSPLANT GENOMICS MAY USE OR DISCLOSE YOUR
PROTECTED HEALTH INFORMATION

The information below describes how Eurofins-Transplant Genomics may use or disclose your
protected health information. If you have questions about any of the below uses and disclosures,
contact our Privacy Officer at 1-844-878-4723.

For Treatment. We may use your PHI to provide you with clinical laboratory
services. For example, our laboratory scientists will use your PHI to perform the
laboratory tests you requested. We may share your PHI with health care professionals
involved in your medical care. For example, we may share your test results with the
physician who ordered your laboratory test.

For Payment. We may use and disclose your PHI to obtain payment for our laboratory
services. For example, we may share your PHI with your health plan to receive payment
for performing a laboratory test.

For Heath Care Operations. We may use and disclose medical information about you
to operate our laboratory and provide our services. For example, we may use your PHI to
evaluate the clinical performance of our laboratory scientists or to teach students entering
the clinical laboratory sciences field.

To Business Associates. We may share your PHI with business associates who use PHI
to perform certain functions or activities on our behalf. For example, we may share your
PHI with an outside billing company or collection agency who assists us in obtaining
payment for our services. These business associates are required to maintain the privacy
of your medical information. As of February 17, 2010, business associates are also
directly responsible for compliance with federal security standards and certain provisions
of the federal privacy law, to further ensure the protection of your PHI.



To Persons Involved in Your Care or Payment for Your Care. Unless you object, we
may disclose your PHI to people (such as a spouse, friend, or family member) who are
involved in your care or payment for your care.

As Required by Law. We will disclose your PHI when required to do so by federal,
state, or local law.

For Public Heath Activities. When required by law, we may disclose your PHI to
public health authorities so that they can perform certain public health activities, such as
tracking the incidence of communicable diseases.

For Abuse, Neglect & Domestic Violence. If we have reason to believe that you are a
victim of abuse, neglect, or domestic violence, we may disclose your PHI to the proper
government authority.

For Health Oversight Activities. We may share your PHI with health oversight
agencies that assure we are following certain laws in providing our services. For
example, we may share your PHI with Centers for Medicare & Medicaid Services when
it is certifying our laboratory or making sure we were paid properly for our services.

For Judicial and Administrative Proceedings. We may disclose your PHI in response
to a court or administrative order, or in response to a proper subpoena, discovery request,
or other lawful process.

For Law Enforcement Purposes. We may disclose your PHI for law enforcement
purposes such as reporting certain types of wounds, responding to a court order or other
legal process, identifying, or locating suspects, witnesses, and missing persons,
identifying a victim of a crime, or responding to a suspicious death, suspected crime on
our premises or certain other emergency situations.

To Coroners, Medical Examiners and Funeral Directors. We may disclose PHI to a
coroner, medical examiner or funeral director as may be necessary to identify a deceased
person, determine the cause of death, or perform other legal duties.

For Organ and Tissue Donation Purposes. We may disclose PHI to organizations that
engage in organ donation and transplantation activities.

For Research Purposes. We may use your PHI for research purposes if we have your
permission, the information does not identify you, or an Independent Review Board finds
that your permission is not necessary because certain other federally required protections
have been met.

To Avert a Serious Threat to Health or Safety. We may disclose your PHI to certain
persons to prevent a serious threat to the health and safety of yourself or others.

For Specialized Government Functions. We may disclose your PHI for specialized
government functions, such as assisting in national security or protecting the
President. In certain situations, we may disclose the PHI of military personnel and



veterans to military authorities and disclose the PHI of inmates to correctional institutions
or law enforcement personnel.

For Workers’ Compensation Purposes. We may disclose your PHI for workers’
compensation purposes as appropriate under State workers’ compensation laws.

Data Breach Notification. We may use or disclose your PHI to provide legally required
notices of unauthorized access, acquisition, or disclosure of your PHI.

OTHER USES AND DISCLOSURES OF YOUR PROTECTED HEALTH
INFORMATION

Before we use or disclose your PHI for any purpose other than those mentioned above,
we will ask for your written authorization. Certain federal and state laws may limit the
information we are allowed to disclose under your authorization. Uses and disclosures of
your PHI for marketing require your authorization. You may revoke your authorization in
writing at any time, except to the extent we have already relied upon it.

To request an Authorization form, contact the Transplant Genomics Privacy Officer at 1-
844-878-4723; email PrivacyOfficer@tgi.eurofinsus.com or send a written request to
Eurofins-Transplant Genomics, Attn: Privacy Officer, 18000 W 99" Street, Suite 100,
Lenexa, KS 66219.

YOUR RIGHTS REGARDING YOUR PROTECTED HEALTH INFORMATION

Right To Receive a Copy of this Notice. You have the right to receive a paper copy of
this Notice even if you have already received it electronically. To receive a paper copy
of this Notice, contact the Eurofins-Transplant Genomics Privacy Officer at 1-844-878-
4723; email PrivacyOfficer@tgi.eurofinsus.com; or send a written request to Eurofins-
Transplant Genomics, Attn: Privacy Officer, 18000 W 99th Street, Suite 100, Lenexa, KS
66219.

Right To Request Restrictions. You have the right to request that we restrict how your
PHI is used or disclosed. For example, you may ask us not to share your PHI with a
certain person or company. We will carefully consider your request; however, we have
the right to deny your request. We must agree to your request if the disclosure is to a
health plan for purposes of payment or health care operations and the disclosure relates to
a health care expense for which you have already paid. If we agree to your request, we
will honor it except when the PHI is needed to provide you with emergency treatment. If
you would like to request a restriction on how your PHI is used or disclosed, contact our
Privacy Officer at 1-844-878-4723 or at PrivacyOfficer@tgi.eurofinsus.com; or send a
written request to Eurofins-Transplant Genomics, Attn: Privacy Officer, 18000 W 99%"
Street, Suite 100, Lenexa, KS 66219.

Right To Request “Confidential Communications”. You have the right to request that
we contact you about your PHI at a specific address or in a specific time, place, or
manner. We will grant all reasonable requests. If you would like to request a
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“confidential communication,” contact our Privacy Officer at 1-844-878-4723 or at
PrivacyOfficer@tgi.eurofinsus.com; or send a written request to Eurofins-Transplant
Genomics, Attn: Privacy Officer, 18000 W 99t Street, Suite 100, Lenexa, KS 66219.

Right To Access Your PHI. You have the right to inspect and receive copies of PHI
that we use to make decisions about your care and payment for your care, or to designate
another person to receive a copy of your PHI. As of February 17, 2010, you have the
right to request an electronic copy of your PHI if it is maintained in an electronic health
record (“EHR”). All requests to inspect or receive copies must be written and sent to:

Eurofins-Transplant Genomics
Attn: Client Services

18000 W 99t Street, Suite 100
Lenexa, KS 66219

Right To Amend Your PHI. You have the right to request that we amend your PHI if
you feel that it is inaccurate or incomplete. In certain circumstances, we are not required
to grant your request. If we do not grant your request, we will provide you with the
reasons why your request was denied. If you would like to request that your information
be amended, contact our Privacy Officer at 1-844-878-4723 or at
PrivacyOfficer@tgi.eurofinsus.com; or send a written request to Eurofins-Transplant
Genomics, Attn: Privacy Officer, 18000 W 99t Street, Suite 100, Lenexa, KS 66219.

Right To an “Accounting of Disclosures”. You have the right to receive a list of
certain disclosures we have made of your protected health information. This list will not
include disclosures we have made for treatment, payment, or health care operations
purposes, or certain other types of disclosures. However, as of January 1, 2014, you will
have the right to receive an accounting of all disclosures of your PHI made through an
EHR. Requests for an accounting of disclosures through an EHR will only go back for
three years. To request an Accounting of Disclosures, contact our Privacy Officer at 1-
844-878-4723 or at PrivacyOfficer@tgi.eurofinsus.com or send a written request to
Eurofins-Transplant Genomics, Attn: Privacy Officer, 18000 W 99 Street, Suite 100,
Lenexa, KS 66219.
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REVISIONS TO THIS NOTICE

We reserve the right to change the terms of this Notice and the right to make the new notice
provisions effective for all PHI we maintain, regardless of when it was created or received. We
will keep our current Notice posted on our website at https://www.TransplantGenomics.com, and
we are required to follow the terms of the notice currently in effect. If you would like a paper
copy of a revised notice contact our Privacy Officer at 1-844-878-4723; email
PrivacyOfficer@tgi.eurofinsus.com; or send a request to Eurofins Transplant Genomics, Attn:
Privacy Officer; 18000 W 99™ Street, Suite 100, Lenexa, KS 66219.

COMPLAINTS

If you believe your privacy rights have been violated, you may file a complaint with Eurofins
TGI or with the Secretary of the Department of Health and Human Services. To file a complaint
with Eurofins-Transplant Genomics, contact our Privacy Officer at 1-844-878-4723; email
PrivacyOfficer@tgi.eurofinsus.com; or send a complaint to Transplant Genomics Eurofins, Attn:
Privacy Officer; 18000 W 99™ Street, Suite 100, Lenexa, KS 66219. Eurofins Transplant
Genomics will not retaliate against anyone filing a complaint.
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